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“Thieves respect property.
They merely want it to become their property.”

G.K. Chesterton (unwired)

“Where geeks go first, the general public will follow.”

Ch. Sorrel, Wired




OVERVIEW

l. What are they doing out there? (5 min.)
Il. What are we doing? (5 min.)
I1l. What are ISP’s doing? (5 min.)

IV. What are politicians doing? (5 min.)
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What are they@oing out there?




The phaenomenon on a larger scale:

° Terra Consultants FR (2010): European creative industry is worth € 860B
and 14M FTE — 2008: loss due to piracy € 10B and 186.000 FTE — with
unchanged policy this will be € 240B (!) and 1,2M FTE by 2015 (in total)

° Attributor US (2009): publisher losses due to e-book piracy S 2,8B — mainly
business and STM

° IFPI Digital Music Report (2009): 95% of the digital music market is illegal

® Wiggin LLP, Digital Entertainment Survey, UK (2008): 7 out of 10 internet
users would stop illegal downloading after receiving a precursory warning
notice -in line with Graduated Response Survey (2008-2009) FR, N-Z, NRW &
US: 75%

° BAF annual report BEL (2010)
1,2M links to illegal material removed in 2009 — cf. 2008: 500K

° Karel de Grote Hogeschool Ghent BEL (2009)
download behaviour of over 1,000 students

% illegal downloads: movies 79%, music 64%, games 62%

° Vlaamse Jeugd Raad (Flemish Youth Council) BEL (2010)
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The phaenomenon from up close:

Peer-to-peer / torrent (Pirate Bay, BitTorrent,

LimeWire, eDonkey, Gnutella, ...)
Cyberlockers / direct download (RapidShare,

MegaUpload, ...)
Newsgroups (Alt.bin)

Streaming (YouTube, Spotify, Hulu)
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What are we doing?




° Lobbying for appropriate enforcement legislation
° Fighting infringer immunity
°* Getting the message across to decision makers
(importance of the creative sector — Arthena Survey Belgium 2009:
creative industry is worth €32B and nearly 100,000 FTE)
° Raising consumer awareness
° Explaining the link between diversity and legal content (small markets)
° Finding new allies (BAF, newspapers & magazines)
° Looking into the effects for the whole book chain
° Creating / enhancing high-quality legal offer (e.g.
e-boek.org & Knooppunt)
° Preparing for take-off (iPad)
° Finding new ammunition for the battle (DRM/TPM)
+ watermarking (e.g. dots in movie scenes)
+ fingerprinting (hash key, size & caracteristics, ...)
+ hash key (numeric code for internet transmission —
links to the file, not the transmission - tracking)




What are ISP’s doing?




What are ISP’s doing already?

(1) Deep Packet Inspection (DPI)
+ protocol (e-mail, P2°, http)
+ origin & recipient
+ encryption

+ cou
(2) Bandwit
(3) Bandwit
(4) Website

n shaping (e.g. P2

n throttling (e.g. d

d be used for filtering

P traffic)
ownload limit breaches)

blocking (e.g. chi

What should ISP’s be doing?

d porn)

(1) apply their own Terms & Conditions
(2) cooperate with us (e.g. Belgian Newsgroup
Protocol




AVA

What are politicians doing?




° Global: ACTA (8th round of negotiations 2010)

° At EU level:
+ Telecom Package (2009)
+ EC Communication on e-enforcement (2009)
+ EC communication on the Digital Agenda (2010)
+ MEP Gallo own-initiave report (2010)
+ MEP Van Brempt ‘s question in EP (2010):
enforcement v. electronic commerce & privacy

°In EU member states: France (HADOPI), Sweden (lpred), UK
(D.E.B.), ... - cf. New-Zealand (Infringing File Sharing) Bill 2010:

»n

“detection”, “warning” & “enforcement” notice

°In Belgium: draft bills in two directions: gratuated response (MR)
v. ECL / transmission fee (Groen!/Ecolo) — both: download limits:
5GB v. 10 GB (book sector: comic 30MB, e-book: 2MB)




THAT’S ALL FOLKS...

(WELL, ACTUALLY, IT ISN'T.)

BE CAREFUL WITH COMMUNICATION : IT’S TEENAGERS YOU’RE DEALING WITH.
THEY LIVE IN A WORLD OF THEIR OWN...

- be (teenagers are depressed)

- be proactive (teenagers hate teachers & police officers)

- communicate only if you have something appealing to say
(you are disturbing their chat and/or ruining their Facebook page, a major offence)

- (teenagers want to watch B-movies, not legal disclaimers)

- don’t criminalise (your child is/was/will be a teenager)

- come back to them (teenagers are drunk too often, they tend to forget)

- keep what you really think to yourself (yes, it is the lost generation — our
grandparents were right)

- use the appropriate medium and (teenagers tend not to read eighties
style brochures)

- keep it (teenagers don’t think, they breathe)







YOU wouLON'T

STEAL A MVIE
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